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Crneunanuctbl CaHKT-lNeTepbyprckoro NoMTEXHNYECKOro yHUBepcuTeTa MeTpa Benvkoro
yCOBepLUEHCTBOBaN cucTeMy 6€30MacHOCTU B 3JIEKTPOHHbIX BJ10Kax yrnpasrieHus
aBToMobunen. PesynbTaThl UccnenoBaHuns onybamkoBaHbl B Hay4HOM XypHae "Nonlinear
Phenomena in Complex Systems".


http://www.j-npcs.org/online/vol2020/v23no3p280.pdf

CoBpeMeHHble aBTOMODBUIbHO-TPAHCMOPTHbLIE CUCTEMbI MPeACTaBAAT COBON CIOXKHbIE

Knbepgusnyeckme cucTemsl. Y 31eKTPOHUKN aBTOMOOMIA eCcTb pag npobsiem, KoTopble
CBSi3@aHbl C OFPAHNYEHHOCTbIO BbIYUCNTESIbHLIX MOLHOCTEN HEKOTOPbIX I1EKTPOHHbIX
6710K0B yrpaBaeHUsa N 4OCTAaTOYHO XECTKUMN TpeboBaHNSAMU K ObICTPOLENCTBUIO, B TOM
4yncsie CKOpoCTH nepefadn faHHbIX. bONbLWMHCTBO HAay4YHbIX PAabOT AeNNT BHYTPEHHIOK CeTb
aBTOMOOWIbHO-TPAHCMOPTHOIO CpeacTBa Ha MHOXXECTBO LOMEHOB MO UX HAa3HAYEHMIO.
«llogobHoe pa3rpaHnyeHne akTyasbHO AJ18 PELUEHNS CPABHUTEJIbHO MPOCTbIX 3a4a4, He
TpebyoLmx rnbkou KoHpurypaumu. Mel 4esimmM JOMeHb! He 110 Ha3Ha4YeHUIo, a o , Y POBHIO
LeJIOCTHOCTM ", NoKa3aTesllo, XapakTePU3yoLeMY MOLBEPKEHHOCTb KaX40ro KOHKPETHOIrO
3J1IEKTPOHHOIr 0 6710ka KnbepBo3AenNCTBMNIO N NMOTEHUMNAIbHOMY Bpeay, K KOTOPOMY rnpuseneT
HapyLieHne ero paboTtel», — NOSACHAET AOUEHT NHCTUTYTa Knbepbe3onacHOCTM 1 3aWKThbI
nHpopmaumn Creny EsreHunn NMABJIEHKO. Kak NOSICHUA 3KCMePT, Hay4YHas rpynna
NHCTUTYTa pa3paboTana UMMTALNOHHYIO MOESb, KOTOPAs BbIMOJIHAET aBTOMaTUYECKYI0
KnacTepmsaumno 610KoB yrpasneHns 6OpToBON CUCTEMON TPAHCMOPTHOroO CpeacTBa

N pasgenseT ee Ha AOMeHbl TakuM 0bpa3om, 4ToObl HapyLLeHne 6e30NacHOCTI He NPUBESO
K HeraTUBHbLIM MOCNeACTBMAM. Takon NOAX04 ABASETCS MOAYJIbHbIM U NEerko
MacwTabupyembiM, TO €CTb He HaKJlaZblBaeT OrpaHNYEeHNS Ha BblHNCINTESNIbHbIE PECYPChl,
a TaKXXe MUHUMU3MpPyeT M30bITOYHOCTb NpUMeHseMbix Mep obecnevyeHns besonacHoCTy,
006aBua yyYeHsbli.

KCrnepTbl 0TMEYAIOT, YTO 3TO YHUKAbHAA pa3paboTka, n cuctem obecneyeHus



6e3onacHOCTM Takoro Tuna B aBToMobunsax ewe HeT. o cnosam EsreHuns MABJIEHKO,
cenyac B MOAeNN HapyLMTeNs NpakTUYeCKn He pacCMaTpMBaeTCa BHeAPEHME B caMy
3NEKTPOHHYIO CUCTEMY aBTOTPAHCMNOPTa, a BONbLIMHCTBO NCCEL0BaHUI HanpaBieHo

Ha NpeaoTBpaLLEeHNEe BO3MOXXHOCTHY yrpaBieHnsa aBToMobunnem n3sHe. PaspaboTaHHas
TEXHOJIOrMA NO3BOJISET CAeNaTh Tak, 4TOobbl HApYLWNTENb, KOTOPLIN BO34ENCTBYET

Ha NEeKTPOHUKY B aBTOMOBMIE, HE CMOI BHEAPUTL KaKOM-TO 3JIEKTPOHHLIN 610K, 1 3TW ero
LENCTBUSA HUKAK He CKa3aancb Bbl Ha HENMPaBUIbLHOM MNPUHATUN PELLEHNI C TOYKM 3PEHNS
NMUNOTUPOBAHUSA TPAHCMOPTHOIO CpeacTBa.

«Halua pa3paboTka He TpebyeT C/I0XHbIX BbIYNCIEHUI OT CYLLECTBYOLEN B aBToOMobuie
3/1IEKTPOHUKN. Mbl He fobaBsisieM KpunTorpagpu4eckmx cxeM, KOTopbiM HeobXoanMbl
6osibLume MoLHoCcTH. Ceridac Mbl Ha CTafaun 00CyXXAeHNS Halleu CUCTEMbI

C NMPOU3BOANTENIIMU 3JIEKTPOHHbIX YCTPOWCTB AJ151 [IPOBEAEHNSA €€ SKCePUMEHTasIbHOM
anpobaumnmn», — coobwmn EsreHunmn MABJIEHKO.

MpopekTop rno Hay4Hown paboTe CMN6MY Butanun CEPTEEB yBepeH, 4To y HOBOWM pa3paboTku
Bonblune NnepcnekTuBbl: «HaLl By3 crieunannsnpyeTcs Ha paboTte ¢ knbeppunyeckumm
cuctemamu. LUngpposmnsaumsi MOXET COCTOATLCA TOJIbKO TaM, rae yxe obecreqeHsl
Kknbepbe3onacHoCTb U 3alymTa OT yrpo3. [103ToMy cen4ac UMEHHO 3TO Hay4YHoe
HarnpasJ/ieHNe BbIXOANT Ha rnepsble rno3vnumm, n noTpebHoCTb B TaKUX Kadpax UCTbITbIBalOT
BCe BedyLune KOMMNaHu, KOTopble 3aHUMAaKTCA UNEPPOBLIMU TEXHOOrNSAMU U IT».

Kpome Hac 06 3ToM Hanucanu:

3aMOK Ha 3a)KuraHuu: B PO co3aaH aHTUXaKePCKUI Moaynb ANA NtobbiX MalLWH
Ha cmeHy KankaHy: B CaHkT-MeTepbypre pa3paboTanun cuctemy knbepsawmuTtsl aTomobunen
B CaHkT-leTepbypre pa3spaboTtanu cuctemy knbepbesonacHocTn gna astomobunen

B CaHkT-leTepbypre pa3spaboTanu cuctemy knbepbesonacHocTn gna astomobunen


https://iz.ru/1119537/roman-kildiushkin/zamok-na-zazhiganii-v-rf-sozdan-antikhakerskii-modul-dlia-liubykh-mashin
https://scientificrussia.ru/articles/na-smenu-kapkanu-v-sankt-peterburge-razrabotali-sistemu-kiberzashchity-avtomobilej
https://iz.ru/1120306/2021-02-04/v-sankt-peterburge-razrabotali-sistemu-kiberbezopasnosti-dlia-avtomobilei
https://car.ru/news/tehnologii/106185-v-sankt-peterburge-razrabotali-sistemu-kiberbezopasnosti-dlya-avtomobiley/

